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Helpful Resources 
 
 

Indiana State Board of 
Accounts (SBOA) 

www.state.in.us.sboa 

Uniform Internal Control 
Standards for Indiana Political 
Subdivisions 

https://www.in.gov/sboa/files/UniformInternalControlStandards.pdf 

SBOA Internal Control Training 
Video 

https://youtu.be/L0N80PBbPHQ 

Indiana Code 5‐11‐1‐27 
regarding internal controls 

https://iga.in.gov/laws/2023/ic/titles/5#5-11-1-27  

SBOA Directive 2015-6 
Materiality Threshold for 
Reporting Irregular Variances, 
Losses, Shortages, and Thefts 

  https://www.in.gov/sboa/files/Directive_2015-6.pdf  

SBOA Directive 2018-1 Monthly 
& Annual Engagement Uploads  

https://www.in.gov/sboa/files/Directive-2018-1-Amended-
8_22_23.pdf  

Town of Zionsville’s Website https://www.zionsville-in.gov/  

  Ordinance 2016-20 An Ordinance Adopting Internal Control Standards  
 

  Resolution 2016-24   A Resolution Regarding Variance Thresholds 

  Resolution 2014-11 
 

  A Reorganizing Resolution Merging Zionsville and Perry Township                

  

  

  

  

  

http://www.state.in.us.sboa/
http://www.in.gov/sboa/files/UniformInternalControlStandards.pdf
https://iga.in.gov/laws/2023/ic/titles/5#5-11-1-27
https://www.in.gov/sboa/files/Directive_2015-6.pdf
https://www.in.gov/sboa/files/Directive-2018-1-Amended-8_22_23.pdf
https://www.in.gov/sboa/files/Directive-2018-1-Amended-8_22_23.pdf
https://www.zionsville-in.gov/
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IC 5‐11‐1‐27 Local governmental internal controls; personnel training; violations; reporting 

misappropriations 

(a) As used in this section, "legislative body" has the meaning set forth in IC 36‐1‐2‐9. 

(b) As used in this section, "material" means a significant or consequential amount, as determined by the state 

examiner and approved by the audit committee. 

(c) As used in this section, "personnel" means an officer or employee of a political subdivision whose official duties 

include receiving, processing, depositing, disbursing, or otherwise having access to funds that belong to the federal 

government, state government, a political subdivision, or another governmental entity. 

(d) As used in this section, "political subdivision" has the meaning set forth in IC 5‐11‐10.5‐1. 

(e) In the compliance guidelines authorized under section 24 of this chapter, the state board of accounts shall define 

and the audit committee shall approve not later than November 1, 2015, the acceptable minimum level of internal 

control standards and internal control procedures for internal control systems of political subdivisions, including the 

following: 

(1) Control environment. 

(2) Risk assessment. 

(3) Control activities. 

(4) Information and communication. 

(5) Monitoring. 

 
The internal control standards and procedures shall be developed to promote government accountability and 

transparency. 

(f) Not later than November 1, 2015, the state board of accounts shall develop or designate approved personnel 

training materials as approved by the audit committee, to implement this section. 

(g) After June 30, 2016, the legislative body of a political subdivision shall ensure that: 

(1) the internal control standards and procedures developed under subsection (e) are adopted by the 

political subdivision; and 

(2) personnel receive training concerning the internal control standards and procedures adopted by the 

political subdivision. 

(h) After June 30, 2016, the fiscal officer of a political subdivision shall certify in writing that: 

(1) the minimum internal control standards and procedures defined under subsection (e) have been 

adopted by the political subdivision; and 

(2) personnel, who are not otherwise on leave status, have received training as required by subsection 

(g)(2). The certification shall be filed with the state board of accounts at the same time as the annual 

financial report required by section 4(a) of this chapter is filed. The certification shall be filed electronically 

in the manner prescribed under IC 5‐14‐3.8‐7. 

(i) After June 30, 2016, if the state board of accounts finds during an audit of a political subdivision that: 
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(Continued) 

(i) After June 30, 2016, if the state board of accounts finds during an audit of a political subdivision that: 

(1) the political subdivision has not adopted the internal control standards and procedures required under 

subsection (g)(1); or 

(2) personnel of the political subdivision have not received the training required under subsection (g)(2); 

the state board of accounts shall issue a comment in its examination report for the political subdivision. If, 

during a subsequent audit, the state board of accounts finds a violation described in subdivision (1) or (2) 

has not been corrected, the political subdivision has sixty (60) days after the date the state board of 

accounts notifies the political subdivision of its findings to correct the violation. If a violation is not corrected 

within the required period, the state board of accounts shall forward the information to the department of 

local government finance. 

(j) All erroneous or irregular material variances, losses, shortages, or thefts of political subdivision funds or property 

shall be reported immediately to the state board of accounts. For all material variances, losses, shortages, or thefts, 

the state board of accounts shall: 

(1) determine the amount of funds involved and report the amount to the appropriate government and law 

enforcement officials; 

(2) determine the internal control weakness that contributed to or caused the condition; and 

(3) make written recommendations to the appropriate legislative body or appropriate official overseeing 

the internal control system addressing: 

(A) the method of correcting the condition; and 

(B) the necessary internal control policies and internal control procedures that must be modified 

to prevent a recurrence of the condition. 

(k) The legislative body or the appropriate official overseeing the internal control system shall immediately 

implement the policies and procedures recommended by the state board of accounts under subsection (j)(3)(B). 

(l) A public officer who has actual knowledge of or reasonable cause to believe that there has been a 

misappropriation of public funds or assets of the public office, including: 

(1) information obtained as a result of a police report; 

(2) an internal audit finding; or (3) another source indicating that a misappropriation has occurred; shall 

immediately send written notice of the misappropriation to the state board of accounts and the prosecuting 

attorney serving in the area governed by the political subdivision. 

(m) If the attorney general institutes civil proceedings related to this section or under IC 5‐11‐5‐1, the attorney 

general shall seek, in addition to the recovery of any funds misappropriated, diverted, or unaccounted for, restitution 

of: 

(1) costs incurred by the state board of accounts; and 

(2) all costs and reasonable attorney's fees incurred by the attorney general; in connection with the civil 

proceedings. 

As added by P.L. 117‐2011, SEC. 2. Amended by P.L. 184‐2015, SEC. 6. 
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Control Environment 

1. Commitment to Integrity and Ethical Values 
 

Elected officials of the Town of Zionsville (Town) take an oath of office to support the 
Constitution of the United States of America and the Constitution of the State of Indiana, 
which includes they will faithfully, impartially, and diligently discharge the duties of their 
office according to the law and to the best of their ability. In addition to elected officials taking 
an oath of office, they also adhere to many of the same guidelines outlined in the Town of 
Zionsville Employee Handbook (Handbook). 
 
Town employees are required to adhere to the Handbook. A copy of the Handbook is made 
available to all employees upon hiring and is available through the town’s third-party payroll 
vendor.  The Handbook contains a listing of policies, procedures, and progressive discipline 
action for employees.  Violations of the Handbook are communicated to the employee either 
verbally or in a formal written document.  The Director of Finance and Records (DFR) is in 
communication with Human Resources (HR) when noncompliance is noted and the DFR has 
bi-weekly team meetings to discuss any deviations from policies.   
 
The Handbook contains steps and procedures for complaints, including those including fraud 
and abuse of policies, to be communicated without retaliation against the employees who 
use the complaint process or who participates in the resolution of the complaint. 
 
Employee disciplinary actions regarding integrity and ethical values are forwarded by elected 
officials or department heads to HR for corrective action, including involuntary terminations. 

 
2. Oversight 

 
Per Ordinance No. 2016-20 and Indiana Code 5‐11‐1‐27, the Town Council is the named 
oversight body for establishing financial internal controls for the town.  The town has 
established an ordinance complying with the uniform internal control standards for Indiana 
political subdivisions in accordance with Ind. Code 5‐11‐1‐27(g) (see Controlling Ordinance 
No. 2016-20, page 5). 
 
Ind. Code 5-11-1-27(j) requires all material variances, losses, shortages, or thefts of town 
funds or property be immediately reported to the Indiana State Board of Accounts.  Because 
the statute does not define ‘material’, State Examiner Directive 2015-6 provides all political 
subdivisions must recognize that variances, losses, shortages, and thefts may occur and must 
develop their own policy on materiality, which includes a materiality threshold at which point 
the town would report incidents to the Indiana State Board of Accounts.  The town adopted 
Resolution No. 2016-24 regarding variance thresholds to the town and it defines a material 
variance.  A copy of Resolution No. 2016-24 may be found in Appendix A to this document.   

The DFR has established written policies and procedures to oversee the receipt of payments 
coming into the Finance Department of the town and other daily bookkeeping tasks.  The town 
has established a Municipal Action Center (MAC), where many citizen and customer payments 
are initially collected.  A copy of the internal control policies specific to the MAC is included as 
Appendix B to this document. Oversight is achieved by the establishment of internal controls 
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incorporated into defined job descriptions, policies, procedures, and communication with 
other elected officials and department supervisors. 
 

3. Organizational Structure, Responsibilities and Authority 
 

The Town of Zionsville, Boone County, Indiana (primary government) was established under 
the laws of the State of Indiana and operates under a Town Council form of government.  In May 
2014, under the authority granted by Indiana Code 36-1.5, Resolution No. 2014-11 was 
adopted that merged the town and a township into one governmental unit.  The reorganized 
town structure called for the elected office of Clerk-Treasurer to be renamed Mayor as of 
January 1, 2015.  The duties of Clerk-Treasurer were delegated by the Mayor to the 
Department of Finance and Records and the new Mayoral appointed position of DFR of 
Finance and Records was created.   
 
The town provides the following services: public safety, highways and streets, health and 
social services, culture and recreation, public improvements, planning and zoning, general 
administrative, and wastewater. The accounting policies of the town are in place to conform 
with the Accounting and Financial Regulatory Reporting Manual prescribed by the Indiana 
State Board of Accounts.   

 

The town publishes on its website (https://www.zionsville-in.gov/444/Elected-Officials) a 
listing of all elected and appointed officials. 

 

The Department of Finance and Records’ organizational structure is as follows: 

 

 
 

 
Information current as of December 2023 

  

https://www.in.gov/sboa/files/Regulatory-Manual-2023.pdf
https://www.zionsville-in.gov/444/Elected-Officials
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Outlines of specific duties within the Department of Finance and Records and the MAC are 
included in job descriptions and through informal procedures.  The DFR, along with HR, have 
developed written job descriptions for employees in the office.  The written duties are 
maintained by HR, but finance employees can obtain a copy through the DFR. 
 

4. Recruiting, Development and Retention Policies 
 

The Town Council and HR are responsible for ensuring staffing needs for the town are met 
according to local, state, and federal guidelines. In addition, the Town Council and HR are 
responsible for the coordination, development, and administration of personnel policies and 
procedures relating to employment and benefits for employees of the town. The town’s 
webpage allows potential employees to view available jobs and apply online (  
https://www.zionsville-in.gov/Jobs.aspx). All new potential employee candidates must be 
qualified and have the skills necessary to meet or exceed the requirements listed for the job 
description.  Prior to employment, individuals may be subject to pre-employment background 
screening and/or a credit history check.  Employees of the Department of Finance and 
Records receive information via periodic training.  The DFR attends training opportunities 
available from the Indiana State Board of Accounts and Indiana Department of Local 
Government Finance. 

 

 

5. Internal Control Performance Evaluations and Accountability 
 

Employees of the Department of Finance and Records have periodic performance reviews 
conducted by HR.  Town officials plan to implement quarterly reviews in the near future.  The 
DFR informally reviews the work of employees throughout the year and deviations from set 
procedures and policies are addressed as needed.  Follow-up actions for failure to adhere to 
controls can result in written reprimands and possible termination. 
 
The Town Council has engaged outside resources to systematically document internal 
controls in this document and assist town officials with ongoing training and development of 
procedures. 

 
 

Risk Assessment 

6. Risk Objectives 

The DFR manages risk assessment by the continuing evaluation of established internal control 
forms, policies, and procedures that have been put in place to oversee the objective(s) will be 
met.  Written employee job descriptions and employee evaluations ensure qualified 
employees are retained as employees for the town.  Many objectives are outlined in the 
Accounting and Uniform Compliance Guidelines Manual for Cities and Towns (issued by the 
Indiana State Board of Accounts), the Indiana Code, local ordinances and resolutions, and 
grant agreements. 
 
Risks associated with the safeguarding of assets within the Department of Finance and 
Records are assessed by the DFR.  Doors to the office are locked during non-business 
hours.  During the day, entry by non-employees is restricted by locked doors that can only 

https://www.zionsville-in.gov/Jobs.aspx
https://www.in.gov/sboa/political-subdivisions/towns/
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be opened by office personnel.  Cash risks are mitigated by the locking of cash bags in a safe 
in a locked room. 

 
7. Identification, Analysis and Response to Risk 

 
Elected officials, department heads and supervisors will identify, analyze, and respond to the 
risks related to achieving the defined objectives by management oversight and continued 
evaluations of internal controls over objectives.  Management will develop a specific solution 
and action for each identified potential new risk and will update the corresponding written 
policies, procedures, and internal controls for those new risks.  

 

The DFR identifies risks to estimate the effect on achieving defined objectives. One example 
involves signing (as approving and certifying) accounts payable vouchers. If accounts payable 
vouchers are not properly documented with approval signatures, the DFR analyzes the 
reasons for the departure from policy and communicates with the originator of the voucher 
to correct the error.  
 

The DFR responds to the risk of material variances or monetary losses by contacting the 
Indiana State Board of Accounts as required by statute.  The town defined material variances 
in Resolution No. 2016-24 as $1,000 for cash items and $5,000 for non-cash items (see 
Appendix A).  Although it hasn’t occurred recently, any loss or shortage due to suspected 
employee theft or misappropriation would be immediately reported to law enforcement and 
the Indiana State Board of Accounts.   
 

8. Fraud Considerations 
 

Management is committed to fraud prevention by utilizing a “trust but verify” approach.  The 
potential for fraud, misappropriation and outright theft are contemplated as controls are 
designed for various town departments.  The DFR and employees of the department manage 
fraud by continued oversight of day‐to‐day operations and formally and informally designed 
policies and procedures.  Additionally, management and the DFR are aware of and abide by 
state statute requiring the reporting of material variances, losses, shortages, or thefts to the 
Indiana State Board of Accounts (IC 5‐11‐1‐27(j)) and also report misappropriation of funds 
(IC 5‐ 11‐1‐27(I)) to the Indiana State Board of Accounts and the Prosecuting Attorney. 

 

 
9. Monitoring for Significant Changes to Risk 

 

Personnel whose regular duties include having access to cash have taken the minimum 
internal control training from the Indiana State Board of Accounts 
(https://youtu.be/L0N80PBbPHQ), either individually or during onboarding through HR. 
Documentation of the training for newer employees is maintained in HR.   
 
Management evaluates the current financial software for risks in recording, reporting, etc. 
and determines if existing controls will continue to be effective and if new controls need to 
be designed and implemented.  Management is aware that changes in financial reporting 
require a review of internal controls regarding the compilation of the town’s financial 
statements.  

https://youtu.be/L0N80PBbPHQ
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Control Activities 

10. Control Activities Overview 
 

Receipts – Departments Walk-in Payments 
 

Citizens and customers can make payments to the town in various ways.  Depending on the 
service the citizen is requesting, they will need to go to the corresponding department.  The 
departments can accept check, money order or credit card payments.  The town is no longer 
accepting cash for walk-in payments.  All departments will follow this process, except for the 
Golf Course, Fire CPR, and Nature Center/Park Concessions.  The exceptions will have their 
own documented policy and procedures to follow.  Each department will create their own 
receipt batch for the month.  The designated person responsible for taking payments for the 
department will receipt the payment into KeyFund and print the customer a receipt.  At the 
end of the day, the person receipting the payments will print a Receipt Transaction Report 
from KeyFund.   They will review the report and match up the payments they have taken in 
for the day and confirm the amounts agree to each other.  The designated person will then 
sign and date the top of the report.  The report and payments are to be given to the 
Department of Finance and Records Accounting and Asset Administrator (AA Administrator) 
no later than the next day.  If by chance the designated person is unable to print the report 
and verify the payments at the end of the day, they can give the payments to the Department 
of Finance and Records for safekeeping overnight.   The designated person will then complete 
the process the next morning.   The AA Administrator will verify the payments to the report, 
then will also sign and date the report.   The AA Administrator will make the deposit with the 
bank.  This process is for the payments that are taken from a walk-in customer. 
 
Receipts - Departments Mailed/Dropbox Payments  
 
Mail-in payments that go to the departments will also be given to the Accounts Receivable 
Accounting Specialist (AR Specialist) to be receipted, along with payments collected from the 
drop box.  The only exception to this is wastewater payments.  If wastewater payments are 
put in the drop box, the Wastewater Billing Administrator will process them.  The department 
will complete a Report of Collections form for the payments received that day via mail or drop 
box.   The report and corresponding payments are to be given to the AR Specialist in the 
Department of Finance and Records no later than the next business day.  The AR Specialist 
will receipt the payments in their daily batch.  They will be part of the daily deposit process 
that is documented in the next section, “Receipts (Finance & Records)” 
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Receipts – Department of Finance and Records 

The AR Specialist will receipt all incoming revenue daily into KeyFund, the town’s accounting 

software, except for the customer walk-in payments received by the departments.  The day’s 

payments are to be placed in the safe within the Department of Finance and Records’ locked 

safe room.  The AR Specialist signs, then emails a copy of the Receipt Transaction List to the 

AA Administrator.  The next morning, the AA Administrator retrieves the previous day’s 

payments from the safe and verifies everything with the Receipt Transaction List that the AR 

Specialist emailed the day before.  If everything is correct, the AA Administrator will also sign 

the Receipt Transaction List and electronically file it on the F:/ drive in the designated folder. 

Once these steps have been completed, the AA Administrator will deposit checks received 

with the bank.  This is generally done via deposit on site.  The checks, Report of Collections, 

credit card receipts, and the deposit on site report get bound together and filed in the bankers 

box located in the Department of Finance and Records’ locked safe room 

 

Receipts – Wastewater and trash payments 
 
All Wastewater and trash payments received electronically, through the mail, or from the 
drop box, are the responsibility of the Wastewater Billing Administrator and Wastewater 
Executive Assistant.   All payments are processed through Incode and recorded in Keystone.  
Checks are scanned by the Wastewater Billing Administrator and deposited by remote 
capture.  All payments are included in accounting system reports that are printed, initialed by 
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the Wastewater Billing Administrator, and reviewed/signed by the Wastewater Executive 
Assistant. 

 

Disbursements – Accounts Payable Vouchers (APV) 
 

 

The support staff in each department handles the itemization of packing slips, and related 

information and matches them to an invoice. Then, the department administrator/supervisor 

prepares an electronic APV forms, chooses the appropriation accounts, scans the supporting 

invoice and other documentation, and saves all the electronic information into a folder on the 

town’s server.  The DFR has access to the folder and the Accounts Payable staff member 

enters the APV data into Keystone.  It’s at this point a batch is created and APVs stay in the 

batch until pulled into a Council Docket.  The DFR, Deputy Director of Finance and Records, or 

AA Accounting Administrator will check the APVs on the Docket for accuracy against the 

original paperwork that was submitted from the department.  The Docket is returned to the 

departments to perform a review for accuracy.  

 

After Town Council approval, checks are printed by the Accounts Payable Specialist, who 

confirms they agree to the check register/docket and the listing is signed.  Next, the checks 

and register go to the AR Specialist for review/verification (by signature on the register).  

Finally, the AR Specialist ensures the checks are mailed out to the payees.  The checks are 

electronically signed.  Most outgoing payments are made by check, but some are made 

electronically, and vendors can apply to have payments made to them via Automated Clearing 

House (ACH).  Paper check stock is maintained in numerical order in a locked room and the 

DFR and Deputy Director have access. 

 

Action Item:  While the Department of Finance and Records has established internal controls 
related to expense payment, most were not documented in writing. Best practices in 
accordance with Indiana State Board of Accounts guidelines provide internal control policies 
and procedures be documented in written form.  All internal controls, policies, and 
procedures regarding APV payments should be formalized in writing.  The written controls 
should not only include the procedures implemented, but also specifically provide for 
oversight and review/approval processes, such as signatures, initials, etc.  The written controls 
should describe how evidence of oversight and approval will be documented and retained, as 
this evidence will be what the Indiana State Board of Accounts will be concerned with during 
an audit.   
 

The Town Council adopted Ordinance 2018-03 on April 16, 2018, permitting certain expenses 

to be paid in advance of council approval.  A copy of Ordinance 2018-3 can be found in 

Appendix C. 

 

 

Disbursement – Procurement Cards 

 

The town uses a Purchasing Card, or P-Card, to establish a more efficient, cost-effective 

method of purchasing and paying for goods and services within established limits.  The card 

is used in a manner like a credit card.  Employees can be issued P-Cards by contacting the P-
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Card Coordinator to obtain the necessary approval.  Details and specific internal controls are 

documented in the Purchasing Card Policy and Procedure Manual (Manual) published by the 

town.  The Manual is available to all town officials and employees.  A complete copy of the 

Manual was not included in this document due to its length. 

 

 
 

Although the card is issued in the name of the town official/employee, it is the property of 
the Town of Zionsville and is to be used only for official town business purchases.  Personal 
use of the card is prohibited.  
 

As provided for in the Manual, purchases require detailed transaction documentation from 

the vendor.  The detailed receipt/invoice must be uploaded to the transaction on the 

official’s/employee’s online purchasing card account.  All receipts must be uploaded within 

seven business days of the date the card was used. 

 

Once information is uploaded and entered into the online purchasing website, the purchase 

goes to the supervisor for approval.  Once the supervisor approves, the transaction is 

forwarded to the Purchasing Card Coordinator for processing and potential additional 

approvals.  All documents uploaded, reviews, and approvals are noted online. 

 

The Manual contains policies and procedures to clearly document what a P-Card can be used 

for and what it can’t be used for. 

 

The P-Card issuer pulls money from a town bank account generally around the 25th of a 

month.  A payment on the 25th represents P-Card activity from the prior month.    
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Disbursements ‐ Payroll 
 

Employees in the Finance Department clock into an electronic time clock through their payroll 

software (ADP).  Employees approve their own timecard, with the DFR performing a 

subsequent review and approval.  The DFR has a working knowledge of the work schedules of 

employees and the review would quickly note any abnormalities and would prompt inquires 

and resolutions before final approvals were given.  An ADP report, prepared from data 

collected from employee time clock entries, is generated by the Payroll Administrator, and 

sent to the DFR and Deputy Director.  The Deputy Director initiates a bank transfer from the 

general and wastewater accounts to the payroll bank account.   The Deputy Director prints 

the transfer report, signs it, and forwards to the DFR.  The DFR verifies the transfer amounts 

and signs the report as approved.  Verified and approved reports and receipts are maintained 

in the Finance Department.  Once approved, HR also reviews the payroll information and 

authorizes ADP to process and pay employees.  Payments are made by direct deposit; no 

paper payroll checks are issued. 

 

Procedures have informally been established for when changes to pay rates occur, like an 
employee is promoted and receives a raise, or all employees are given an across-the-board 
raise.  For individual pay rate changes, the department supervisor submits a change of status 
form to HR for the employee being promoted.  HR enters it into the ADP system.  After 
entering, an electronic workflow is triggered that first goes to the department supervisor for 
review and approval.  From there, it’s forwarded to the Director of HR for an additional 
review/approval.  Finally, the workflow goes to the Deputy Mayor for final review and 
approval.  For across-the-board pay raises, the Payroll Administrator enters the new pay 
information into ADP.  Once entered, the Director of HR reviews it for accuracy.  After HR’s 
review, each department supervisor reviews their department information to ensure it’s been 
entered correctly. 
 
If payroll adjustments are necessary, HR and the DFR can make changes (for example, if an 
employee took a day of paid leave, but they ended up working that day instead), but once 
changed, the employee has to go back into the payroll system and re-approve their timecard.  
The ADP system is used to track employee paid leave accruals, leave taken off, and leave 
balances. 
 
Resolution 2014-11 concerning the reorganization of the town was adopted on May 20, 2014.  It 
provides, subject to Town Council approval via ordinance, the Mayor fixes the salary of each appointive 
officer, deputy, and other employee of the town.  The Town Council can reduce, but not increase, any 
compensation fixed by the Mayor.  Established salaries may be increased or decreased by the Mayor.  
The Town Council fixes the salary for all elected officials each year.  Elected official compensation cannot 
be changed in the year for which it is fixed. 
 
Action Item: While the Department of Finance and Records and HR have established internal 
controls related to payroll, some were documented in writing and others not.  Best practices 
in accordance with Indiana State Board of Accounts guidelines provide internal control 
policies and procedures be documented in written form.  All internal controls, policies, and 
procedures regarding payroll should be formalized in writing.  The written controls should not 
only include the procedures implemented, but also specifically provide for oversight and 
review/approval processes, such as signatures, initials, etc.  The written controls should 
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describe how evidence of oversight and approval will be documented and retained, as this 
evidence will be what the Indiana State Board of Accounts will be concerned with during an 
audit.  As of the date of this report, the DFR was already in the process of updating some 
existing controls related to payroll and those written updates are expected to be completed 
in the near future. 
 

Bank Reconcilements 

 

The AA Administrator is responsible for reconciling the town bank accounts to the accounting 

ledger, with the Deputy Director of Finance and Records serving as the back-up.  After 

completion, the bank reconcilements are forwarded to the DFR for review and approval.  

Reviews and approvals are documented be electronic signature as illustrated below: 

 

 
 

Compliance with Federal grant requirements 

 

From time to time, the town receives grants and other financial assistance from the Federal 

government.  Federal grants have two compliance components – those common to all Federal 

grants and those specific to an individual grant.  For most Federal grant compliance 

requirements, the town has informal policies and procedures in place, but these internal 

controls are not in writing.  For some other grant compliance requirements, controls have not 

been implemented.   

 

As an example, one compliance requirement common to most, if not all, Federal grant awards 

is titled “Procurement and Suspension and Debarment”.  Basically, if a grantee (town) 

expends Federal dollars from a grant, they have a responsibility to ensure those payments are 

made to entities/vendors who have not been suspended or debarred by the Federal 

government from participating in Federal programs.  To comply with this requirement, the 

town would need to have controls in place to determine if an entity/vendor had been 

suspended or debarred and would need to document how they accomplished that through 

their established procedures.    
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Action Item:  Federal guidelines require grantees to establish and maintain effective internal 

control over Federal awards that provide reasonable assurance that the grantee (town) is 

managing the Federal award in compliance with Federal statutes, regulations, and the terms 

and conditions of the Federal award.  Best practices in accordance with Federal and Indiana 

State Board of Account guidelines provide internal controls designed to ensure compliance 

with Federal guidelines be documented in writing and provide a mechanism to capture, 

record, and maintain evidence that the procedures were followed, and controls were working 

as intended.  This item will be very fluid and could vary based on the Federal grant.  When a 

Federal grant is awarded, the town should consult with the Federal grantor agency or local 

pass-through entity to determine compliance requirements specific to their grant, followed 

by design and implementation of written controls that address those requirements. 

 

Accounting System 
 

The Department of Finance and Records converted to Keystone accounting system in January 2023.  The 

system is designed so that certain people/positions can be granted certain permissions and 

access.  Finance duties are segregated as much as possible, so employees have access only to 

the parts of the accounting systems that relate to their duties.  Keystone is programmed so 

users have their own unique logins and passwords. 

 

11. Information System Control Activities Overview 
 

As previously described, the town has used Keystone accounting software since January 2023.  
This software is programmed for use by town governments in Indiana and is widely used.  The 
software requires employees to have their own password to log in along with other features.  
 

 

12. Control Activity Policies 
 

The Employee Handbook is available through the town’s third-party vendor payroll provider.  
The Handbook is constantly evolving and is updated as changes are made and approved.  
Changes are communicated to town employees through town-wide emails.   
 
The Handbook contains policies and procedures regarding work hours and attendance; 
absenteeism; remote work policy; nursing mothers; solicitation; professionalism; 
compensation; paid time off and leaves of absence; and travel and training. 

 
 

Information and Communication 

13. Quality Information Policies 
 

The Department of Finance and Records is current with appropriate state statutes and local 
county ordinances. 

 
Any changes in current statutes, regulations, grant requirements and local ordinances are 
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discussed and reviewed as needed. The DFR (and sometimes staff) receives training and 

updating from the Indiana State Board of Accounts, Indiana Department of Local Government 

Finance, Accelerating Indiana Municipalities, and other professional associations, and Town 

Attorney.  The DFR will hold informal internal meetings as needed to discuss new 

requirements, compliance issues, etc.  

 

 

14. Internal Communication of Quality Information Policies 
 

Dates, locations, agendas, and minutes of public meetings are posted on the town’s website. 

Internally, emails are sent to provide reminders, solicit agenda items, and provide clarification 

of the information provided.  Interdepartmental and intradepartmental emails and 

communication occur to share ideas, communicate important and sometime urgent 

information, and other general items.   

 

15. External Communication of Quality Information 
 

External communication occurs during public meetings, various public reporting, and 

electronic means. 

 

External communication also occurs in reporting financial activity to various agencies.  The 

DFR is aware of various required financial reporting, however, internal controls over reporting 

have not been established in writing.  The Indiana Code requires electronic financial reporting 

to the State.  This is accomplished through the Indiana Gateway for Government Units 

(Gateway), an online portal for all Indiana political subdivisions to report various items.  

Established written procedures don’t exist for the uploading and reporting of the town’s 

Annual Financial Report (AFR), including the Schedule of Expenditures of Federal Awards 

(SEFA) into Gateway.  The AFR is the source for the town’s financial statements that are 

audited by the Indiana State Board of Accounts.  Current informal procedures for the AFR 

include the DFR and Deputy Director working together on submitting the report.  In the past 

couple of years, due to staffing turnover, the town has relied on their municipal advisor to 

help review data entered into the AFR and then submitting it.   

 

Action Item:  Best practices in accordance with Indiana State Board of Accounts guidelines 

provide policies, procedures, and controls be designed, documented in writing, and 

implemented regarding the reporting of the AFR, including the SEFA.  The written policies and 

procedures should provide for oversight and review by someone not involved in the 

uploading/inputting of data into the AFR. 

 

As an example, the Deputy Director of Finance and Records could prepare the financial 

information needed for the AFR and input it into Gateway.  Then, prior to submission, the DFR 

would review the AFR data, looking for errors, incomplete data, etc.  Any errors or corrections 

should be documented in writing.  Once the DFR has reviewed the AFR and had any questions 

or concerns addressed, the DFR would document, in writing, the AFR has been reviewed and 

is ready for submission.  Such documentation could be initialing a draft hardcopy of the AFR, 

or signing a written document stating the AFR has been reviewed and is correct to the best of 
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their knowledge.  To assist with establishing this procedure, we recommend using the forms 

illustrated in Appendices D-E (or similar ones adapted by the Town) to document the 

completion of the entry of financial data (and by whom) with oversight/review.  The AFR, 

including the SEFA, could then be submitted within Gateway.  The forms in Appendices D-E 

could be presented to the Indiana State Board of Accounts during subsequent audit 

engagements to document the internal controls established are taking place. 

 

In addition to the AFR, each month other financial data is required to be uploaded into 

Gateway.  Also, at the end of each year, annual financial data (data not included in the AFR) 

is required to be uploaded into Gateway.  A listing of the various data and reports required to 

be uploaded can be found in the Gateway User Guide for Monthly and Annual Engagement 

Uploads.  Currently, the Deputy Director is tasked with these uploads, and the DFR’s plans are 

for the AA Admin to take over those duties in the near future.  However, procedures for these 

monthly and annual uploads are not documented in writing. 

 

Action Item:  Best practices in accordance with Indiana State Board of Accounts guidelines 

provide written internal controls be established and implemented to ensure compliance with 

the State’s requirement to submit the necessary reporting to Gateway on a monthly and 

annual basis.  The written controls should provide for documented oversight and review prior 

to upload.  For example, Employee A could prepare the documents to be uploaded, and 

Employee B would review the documents for accuracy and completeness prior to submission.  

The oversight review by Employee B should be documented in writing as evidence the internal 

controls and procedures are being followed.  The form in Appendix F (or similar adaptation) 

could be used to document the internal control of creating the financial data occurs (and by 

whom) and said data was reviewed and approved prior to uploading in Gateway.  It will be 

this documented evidence of internal control implementation that the Indiana State Board of 

Accounts will be interested in during an audit. 

 

Another aspect of external communication is financial reporting of grant activity to grantor 

agencies.  All grants the DFR is aware of are reported monthly, quarterly and/or annually as 

required. Grant applications are completed, and grant reporting is submitted to the 

appropriate authorities/agencies.  However, written internal controls have not been 

established to segregate the preparation and submission of required reporting.   

 

Action Item:  Best practices in accordance with Indiana State Board of Accounts guidelines 

provide the DFR develop, in writing, and implement internal controls for grant reporting to 

ensure timely and accurate reporting.  The written controls would segregate report 

preparation from oversight and review.  For example, Employee A could prepare a grant 

report.  Then Employee B could document their review of the report, noting any errors and 

error corrections.  Once determined to be correct and Employee B’s approval was 

documented, the grant report could then be submitted to the proper authorities.  A written 

form could be developed by the DFR to document the preparation of grant reporting by an 

employee(s) and the subsequent review and approval by a person(s) not involved in the 

generation of the report.  Such a form would be retained as evidence for an audit that duties 

were segregated, and a system of oversight and approval existed.  This documented evidence 

would be what the auditors from the Indiana State Board of Accounts would be interested in.    

https://gateway.ifionline.org/userguides/engagementguide
https://gateway.ifionline.org/userguides/engagementguide
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Monitoring 

16. Ongoing monitoring activities 
 

The DFR reviews accounts payable vouchers, payroll, bank reconcilements, and other items 

at different times and intervals as previously described.  Any issues noted are addressed 

quickly. The DFR also monitors the activity of office personnel and will take appropriate action 

for noncompliance with established policies. The DFR is updating existing protocols and 

implementing new procedures as needed to ensure controls are sufficient.  

 

 

17. Remediation of internal control deficiencies 
 

The DFR will all act to remediate either internally or externally (Indiana State Board of 

Accounts audit finding) noted internal control deficiencies on a timely basis and update the 

current internal control structure to eliminate the identified deficiency. This will be 

accomplished through adherence to existing internal controls which are designed to identify 

deficiencies, managements daily oversight, and monitoring and communication designed 

internal controls. 

The Town Council oversees the design, implementation, and operation of internal controls.  

No individual or department has absolute responsibility over internal control procedures. 

Failure of internal controls must be mitigated through collaborative communication between 

elected officials and employees.  
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Appendix C: Documentation of Annual Financial Report Preparation 
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Appendix D:  Documentation of SEFA Preparation 
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Appendix E:  Documentation of Monthly Uploads 
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Following is a list of discussion topics and responses concerning a review of the Town of Zionsville’s internal 
control structure. The questions and answers were discussed at several meetings over the year. Final 
answers have been reviewed by management in a meeting with an internal control consulting firm and have 
been documented as part of the Internal Control Manual. 

 
 

Approval of final questions and answers:   
(Date) 

 

Attendees: 
 
 
 

(Signature) (Title) 
 
 
 
 

(Signature) (Title) 
 
 
 
 

(Signature) (Title) 
 
 
 
 

(Signature) (Title) 
 
 
 
 

(Signature) (Title) 
 
 
 
 

(Signature) (Title) 
 
 
 
 

(Signature) (Title) 
 
 
 
 

(Signature) (Title) 


